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We propose a new quantum key distribution (QKD) protocol, which exploits the maximal
entanglement between home qubits and flying qubits induced by means of quantum
Faraday rotation (QFR). The entanglement between the flying and home qubits provides
the essential part of the security of the protocol. We also discuss possible experimental
implementations, the optical cavity QED and quantum dots in microcavity, which is
feasible in current spintronics technology.
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1. Introduction

The purpose of QKD is to generate a private key between legitimate partners, say
Alice and Bob, in the presence of an eavesdropper, Eve. The seminal works by
Bennet, Brassard (BB84), and Eckert (E91)%2® stimulated numerous new QKD
proposals to enhance the security and efficiency under non-idealistic situations and
to incorporate new ideas *

Recently Bostrém and Felbinger proposed a so-called ping-pong protocol. Al-
though the original protocol was proved to be insecure®”, Lucamarini and Mancini®
have proposed a modified version to overcome the security issues. The interesting
feature of this protocol is the round-trip journey of an information carrier (travel
qubit), which enables a quantum communication without any public channel (ex-
cept for checking eavesdropping). In this protocol, Alice performs one of two unitary
transformations which result in orthogonal states, and Bob decodes the message
from Alice directly by comparing two orthogonal states. The unitary transforma-
tion is performed conditioned on the classical bits, 0 or 1. Here, a natural question
would be: What if the unitary transformation is conditioned on a quantum state? In
this work, we address this question and show that it indeed provides a conceptually
new protocol. Below we will analyze the security of the new protocol for a special
type of attack by Eve; more general analyses will be discussed elsewhere.!?
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2. Quantum Faraday Rotation

When a linearly polarized light travels through a substance in a magnetic field,
it experiences a rotation, known as the Faraday rotation. One can formulate the
Faraday rotation as a unitary operator in two dimensional complex space. When
the light is propagating along z-axis, the Faraday rotation can be represented by
the following unitary transformation,

U(p)=e P2 (1)

Here 3 is the Faraday rotation angle and proportional to the classical field. The
Faraday rotation is thus “classical” in the sense that the rotation angle 3 is deter-
mined by the classical state of the substance.

Imagine a Fraraday rotation with the rotation angle determined by the quantum
state of the substance that the light travels through. Later we will discuss possible
experimental set-ups, where the Faraday rotation of the polarization of the light is
determined by the quantum state of an electron spin that it interacts with. We will
call as quantum Faraday rotation (QFR) such a Faraday rotation conditioned on
the quantum state of a qubit {e.g., electron spin). We will consider the polarization
state of the light as a flying qubit and the electron spin as a home qubit. We will
denote the QFR of the flying qubit C conditioned on the quantum state of the qubit
A by

Upc = e Ur/9oa0E (2)

Here we particularly considered the QFR by angle 7/2. The polarization state of
the light (flying qubit) is represented by a point on the Poincaré sphere conditioned
on the state of the home qubit A, while the spin state of the electron (home qubit)
is represented by a point on the Bloch sphere. Then the same notation can be used
for the basis of the eigenstates of o#, | T) (right-handed circular polarization) and
| 1) (left-handed circular polarization). The state along the azimuthal angle ¢ on
the equator of the Poincaré (or Bloch) sphere is denoted by

| +e?])
="' 3
4) 7 3)
When the state of home qubit A is |0) 4 and the state of travel qubit C is |¢)¢,
the QFR generates the maximally entangled states of A and C as

e_iﬂ—/4| T>A|¢+>C + eiﬂ—/4| l>A|¢—>C (4)
\/§ 3
where |¢p1)c = |¢pL7/2) . This shows that |¢) ¢ is rotated counterclockwise {clock-
wise) when A is in the state | T)4 (| [)4). In the quantum information theoretic
terms, the QFR in Eq. (2) is a conditional phase shift. More generally, any state |1) 4
on the equator of the Bloch sphere can generate a maximally entangled states with C
under the QFR with just a phase change of 7/4 — 7/4+1 in the clockwise rotation.
Since the two qubits A and C becomes maximally entangled as a result of QFR, the

Ua,c|0)ald)e =
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single photon C' is not polarized at all. That is, C' becomes a complete mixed state
with a reduced density matrix pc = Tr(UA;C|O>A|¢>CC<¢|A(O|UI‘;C) = I/2, where
I is a 2 x 2 identity matrix. This means that a measurement on the polarization
of one travel qubit C produces a completely random result. This property will be
extensively used in our protocol to acquire the security.

3. QKD Protocol
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Fig. 1. (a) Travel qubit C of Alice takes a round-trip(ping-pong) under the action of QFR’s. (b)
Travel qubit D of Bob takes a round-trip(ping-pong) under the action of QFR’s.

Our protocol consists of the following steps: (1) To start the nth iteration of the
protocol, Alice and Bob first prepare their home qubits A and B, respectively, in
the state |0) (Fig. 1 (a)). (2) Alice then takes a travel qubit C' and prepares it in the
state |¢). The angle ¢ should be chosen randomly in the interval 0 < ¢ < 2. (3)
Alice performs (by interacting A and C') the QFR Ua.c on C and send it to Bob.
We note that on its way to Bob, the travel qubit C is maximally entangled with A
(see Eq. (4)) (4) Bob receives C, performs Ug, on it, and send it back to Alice.
The qubit C is again maximally entangled on its way back to Alice, now with both
Aand B :

(€2 11) + €/ L)) anlhe + (| 1) + ] 1) aslé)e (5)

(not normalized), where |¢)c = |¢ + 7). (5) Now Bob takes his own travel qubit
D and prepares it in the state |). The angle n should be chosen randomly in the
interval 0 < n < 27 (Fig. 1 (b)). (6) Bob performs the QFR Up.p on D and send it
to Alice. (7) Alice receives D, performs Ua,p on it, and send it back to Bob. The
final state of all the qubits A, B, C, and D is given by a GHZ-like state

(11 + 1) aglémen = (I11) +111)) ap [éMen (6)

(8) Alice measures the observable Sy = cos¢o” + singo? on C. Likewise, Bob
measures the observable S, = cosno® + sinno? on D. They will get (in the ideal
case) the identical result +1 or —1, which enables Alice and Bob to share the the
key Kop—1 = 1 or 0. (9) If Ks,_1 = 1, Bob performs ¢® (the NOT gate), on his
home qubit B. (10) Alice and Bob measures 0* on their home qubits A and B,
respectively. Depending on the measurement result, another bit of key Ko, = 0
(0® = +1) or 1 (0% = —1) is generated. (11) Repeat the steps 1 through 10 with n
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Table 1. The probabilities for different measurement outcomes of Al-
ice, Bob, and Eve.

Alice Bob Eve Probabilities®
Qutcomes + + + 9

+ - + 3

— + + 3

_ _ + 1

— — — 9

- + - 3

+ — — 3

+ + - 1

& This is normalized by 1/32.

increased by 1 until n becomes N. (12) Alice and Bob takes randomly M bits out
of {Kar—1lk =1,---, N}, and test possible eavesdropping (or any other attack) by
comparing the values through a classical communication channel.

To demonstrate the security of the protocol, we will consider the intercept-and-
resend attack by Eve. The security analyses against general attacks will be published
elsewhere.!?. Since Eve does not know the polarization direction of the travel qubit,
Eve has to make a random guess about the direction of observables to measure the
polarization of the travel qubit. For convenience we denote the difference between
the true polarization direction and the guessed direction by A for C and by ¢ for D.
Then,

A A 1) o, -
61)c =cosSle) +isinTle), ) = cossle) +isinZ ), (7)

where {|e),|€)} or {|e’),|e’)} are Eve’s measurement bases at an intercept-and-
resend attack. In these bases the probability for measurement outcome +1 becomes
cos® % and cos® %, respectively. Table 1 shows the probabilities for different outcomes
of Alice, Bob, and Eve under Eve’s attack. Here the measurement outcome of Eve
is given by the product of four outcomes on coming and going (returned) paths
of C and D. This shows that the attack inevitably makes the outcomes of Alice’s
and Bob’s measurement, which enables Alice and Bob to detect Eve by comparing
their outcomes. The detection probability becomes 3/8. This is the same as that of
Lucamarini et al.® under the “double” control mode, which is greater than 1/4 of
BB&4.

3.1. Ezxperimental implementation

The key element which enables the QFR to establish the entanglement between the
flying qubit and the home qubit is the interaction of the form

Hp = 90;027 (8)

where ¢ is the coupling constant. We consider two experimental setups which can
realize the interaction of the form in Eq. (8).
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First, we consider the photons interacting with atomic spin in cavity. The inter-
action in Eq. (8) was realized between a collective spin operator (¢}) of atoms and
the Stokes operators (62 ) of the photons®. By means of this entanglement mecha-
nism quantum non-demolition (QND) measurements and spin squeezing have been
investigated theoretically and experimentally 20, The experimentally long-lived
entanglement of two macroscopic objects was demonstrated by Julsgaard et al. '!.
However the Faraday rotation angle was very small in these cases. The entanglement
of two separate macroscopic objects has not been a maximally entangled one which
is suitable for a particular purpose, for example, quantum teleportation. Moreover
these implementations have a crucial defect to be used in quantum cryptology,
which is the usage of the semiclassical light (polarized pulse of light) vulnerable to
Eve’s attack. To cure the defect, a single atom and a single photon must be used.
However, the interaction strength between a single atom and a photon is very weak,
so it has to be strengthened by high-finesse optical cavity. The first experimental
measurement of the birefringence of a single atom strongly coupled to high-finesse
(F = 18000) cavity was reported by Turchette et al.'?. The conditional phase shift
was approximately 16° per intracavity photon. However, their system was proposed
as a candidate quantum phase gate. In this proposal, single photon pulses propagat-
ing in two frequency-offset channels, with internal states specified by o4 polarization
are “flying qubits” and no entanglement between an atomic state and a photon state
was investigated. Recently Duan et al. have proposed a scheme to achieve condi-
tional quantum gate on remote atoms whose interactions are catalyzed by single
photons '3, In this sense, the maximal entanglement between a single atom and a
photon is still challenging in cavity QED.

Next, we consider photons interacting with spins of electrons confined in quan-
tum dots. Leuenberger et al.'* have proposed a teleportation scheme for teleporta-
tion of many-qubit entangled states stored in the electron spins of a quantum dot
system 4. They have demonstrated theoretically that the GHZ-type entanglement
can be established in the spin-photon-spin through the interaction between a photon
and the two electron spins, via conditional Faraday rotation in microcavities. This
interaction is also the right one to implement our protocol. The selection rules for
a photon and an excess spin in the dot lead to Faraday rotation. This spin-selective
coupling between the electron spins and photons gives the desired interaction (8)
and can be enhanced by surrounding each of the dots by its own high-@} micro-
cavity '°. The experimental parameters have been estimated to reach the maximal
entanglement between an excess spin and a photon polarization and their imple-
mentations are feasible in current technology . The interaction time required for
a maximal entanglement between the photon polarization and the electron spin is
much smaller than the spin decoherence time in semiconductor nanostructures 16-17
and can be controlled by active Q switching of the microcavity '®. After T =1 ns
in the small cavity before @ switching, the entangled state can be produced with
high fidelity. The transmission distance is limited mainly by the coherence time of
the electron spin in the quantum dot. The maximum transmission distance (given
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by the speed of light) would be 10 m and 1 x 10° m for coherence times of 100 ns
16 and for 10 ms 7 in one-way transmission.

4. Conclusion

We have proposed a new QKD protocol based on the QFR. The proposed QKD
proposal is a variation of the ping-pong protocol. Because of the quantum nature of
the QFR, two round trips are required to finish one iteration of the key generation.
Note that two keys are generated out of each iteration, and hence the efficiency of
the key generation is the same as other ping-pong protocols. The preparation of
an arbitrary polarization direction of the travel qubit may give stronger security
than BB84 and Lucamarini et al. For an intercept-and-resend attack, the detection
probability becomes 3/8 the same as Lucamarini et al.® The experimental imple-
mentation of our protocol is feasible in current spintronics technology.
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