


&S (Cryptography)

0ln Greek, cryptos means “secret, hidden”.

0 & 9|(from Wiki) the practice and study of techniques for
secure communication in the presence of third parties

(called adversaries).

0 (from the book Applied Cryptography by Menezes) the s
tudy of mathematical techniques related to aspects of infor
mation security, such as confidentiality, data integrity and a
uthentication
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0 H|2 & 4l(secure communication): Encryption scheme
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0 H35t7|
0 20+13 2 2622 L}= LIHX|=?
0 7|&: 20+13 mod 26 (Z/26Z, +5)
0 Z: &4 X5t o (group) O|C}.

0 Z/26Z :={0,1,2,...,25)
0 Z/26Z = +,; (modulo 26 addition)Oﬂ/
0 - =3{RLCt. (closed)
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0 (£/332)%:={1,2,4,5,7,8,10,13,14,16,17,19,20,23,25,26,28,29,31,32}
0 ((Z/332)*, X,; (modulo 33 mult.) ) groupOILC}.
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Substitution cipher

0 Substitution cipher
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A -
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RSA challenge

2
EMC PRODUCTS & SOLUTIONS  SERVICES SUPPORT HOWTOBUY COMMUNITIES EMC+

¢« RSA THOUGHT LEADERSHIP

RSA LABORATORIES

OVERVIEW THE RSA FACTORING CHALLENGE

STAFF & ASSOCIATES This challenge is no longer active

RESEARCH AREAS

HISTORICAL
The RSA Challenge numbers are the kind we believe to be the hardest to factor; these
CRYPTO FAQ numbers should be particularly challenging. These are the kind of numbers used in devising
secure RSA cryptosystems.

RSA ALGORITHM . . .
This page serves as an archive for the factoring challenges conducted by RSA Laboratories

CRYPTOGRAPHIC through 2007.
CHALLENGES

The RSA Challenge Numbers
THE RSA FACTORING
CHALLENGE The RSA Factoring Challenge FAQ

THE RSA LABORATORIES RSA-768 is factored!
SECRET-KEY CHALLENGE RSA640 is factored!

DES CHALLENGE llI RSA-200 is factored!

CRYPTOBYTES TECHNICAL RSA-576 is factored!
I e R R e —— i ——— |
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Factorization

http://www.emc.com/emc-plus/rsa-labs/historical/the-rsa-factoring 0 ~ &
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HISTORICAL The RSA Challenge numbers are the kind we believe t GHZ Opteron Core Wlth 2
numbers should be particularly challenging. These S 1S
crvpoRAa secure RSAcryptossstems, ! o GB RAM) EO_I .
REAALGORITHM This page serves as an archive for the factoy L_:I 74 AI. ()
CRYPTOGRAPHIC through 2007. -2 O:I 0‘” I 7:” o=
CHALLENGES
The RSA Challenge Numbers Tlol- OI- E”OlE-I
THE RSA FACTORING
CHALLENGE The RSA Factoring Challe EOjl (S|eV|ng I")
THE RSA LABORATORIES RSA-768 is factored!
SECRET-KEY CHALLENGE RSA-640 is factored!

DES CHALLENGE Iil RSA-200 is factored!
CRYPTOBYTES TECHNICAL RSA-576 is factored!
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RSAAIE (SSL)

0 SSL(Secure Socket Layer)

Client/Browser st o i Server

2SS SHE SSL. Tunnel

o2 e = ~ Server A
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Client Firewa SSL VPN e, el
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RSA A RSAH S - <RSA-OAEP>

Optimal assymetric e
ncryption padding

0SSL &5 35
0 AES-128 AL
0 AES 7| k ~ 2128

k
0SSL 7| &t 16H
0 RSA AIE : n > 22048 M
0C=k®modn

0e=3,...,15 0| ?
0 Coppersmith (19906)

0F &S E c,c’0l m-m=k (Bf2=) o A0 US W mS &
otLl= A2 £lct.
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0= O

ECC : Elliptic Curve Cryptosystem (Et&=3M &45)
EflZM Qo ME9| 5t7| YAt P+O

L(P,Q) N E={P,Q,R} Fre =13
mod p
V(R N E={R, P+Q, O} N
P
R
O Theorem
Wi (E ,+) < group

P+0O

MR)
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* Substitution ciph * RSA
i * Hash &
* Transposition . DES

* Vernam cipher

| - 2|50l D45

« 718 7H58t one-way &
* Boolean function, Permutation
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IC chip
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0 HIA|IX| @k RSA problem
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